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MFA (Multi-Factor Authentication) Enroliment Guide

)|
1. Open Internet Explorer ¥ (Windows) or Safari a (Mac)

2. Gotothe URL: https://aka.ms/mfasetup enter your AHS email address and click Next.

Note: If you don’t have an AHS email address, please contact the CSC at 973-971-7272.
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3. Onthe next page enter AHS Domain Password and click "Sign in” as shown below.

O x
e (@ hitps.//ach=atlantichealth,org s ls el ent request.1d- 264440 8476-cbe23548188usemamesermaine thomasdAlatisntichesith org&ws=waigninl 0¢ = @ © | | Search.. P-4 =@
& signin % |3

Atlantic Health System

Sign in with your organizational account

jermaine.thomas2@atlantichealth.org

AHS Domain Password

© 2013 Microsan

4. Onthe next page check "Don’t show this again” then click "No.” At the bottom of the page

click *"Not for this site” as highlighted below.

e B2 https:// i login.srfZcl quest-id=9cIbbbSa-e001-44d9-028e- 1£750bf01267 - @C || Search.. Pl d

NetScaler Gateway 27 Signin to your account x

2% Microsoft
jermaine.thomas2@atlantichealth.org
Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

Ml Don't show this again

0o - Em

Would you ke to store your password for atlantichealth.org?  More inf Not for this site
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5. Onthe next page click "Next.”

¥ Microsoft

jermaine.thomas2@atlantichealth.org

More information required

ds more information to keep

6. On the next webpage select *“Mobile app” from the drop down menu, then check “Receive

notifications for verification”, then click “Setup.”

B® Microsoft

Additional security verification

Secure your account by adding phone verification to your password, View video to know how to secure your account

Step 1: How should we contact you?

oﬁ:bila app ﬂ
How do you want to use the mobile app?
6@‘ Receive netifications for verification
To use these verification methods, you must set up the Microsoft Authenticater app.

e Please configure the mobile app.

©2015 Microsoft  Legal | Privacy
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7. The browser should display the screen below.

Configure mobile app

Complete the following steps to configure your mobile app.
1. Install the Microsoft authenticator app for Windows Phone, Android or i05.
2. In the app, add an account and choose "Waork or school account™.

3. Scan the image below.

Code:
Url:  httpsy//cys01pfpad11.phonefactor.net/pad,/

If the app displays a six-digit code, choose "MNext".

If you are unable to scan the image, enter the following information in your app.

MNext cancel

Morristown Medical Center
Overlook Medical Center
Newton Medical Center
Chilton Medical Center
Hackettstown Medical Center
Goryeb Children’s Hospital
Atlantic Rehabilitation

8. On your mobile phone go to the App Store (Apple) or Google Play Store (Android).

9. Click the Search icon and enter “Microsoft Authenticator” and click “Search”

10. The result will show the application as shown below. Click *GET"” once completed, click

OPEN.”

il Verizen = 332 PM $ = 5 a verizon 337PM 3 -
1 microsoft authenticator © Cancel 4 microsoft authenticator © Cancel

P29l Microsoft Authenticat... Pal) Microsoft Authenticat...
o Productivity GET o Productivity OPEN
hekokek kk ke

i
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11. The first time opening the app will show notification prompts. Click "Allow”, then on next

screen swipe through the introduction and then click *OK"” as shown below.

“Authenticator" Would Like to
Send You Notifications
Notifications may include alerts,
sounds, and icon badges. These can
be configured in Settings.

Don't Allow Allow

We gather usage information
about the app to help us
regularly update it. You can
turn this collection off in
Settings.

OK

12. Click “Add account” then click “Cancel” then select “Work or school account” then click “OK.”

e ull 3:39PM

Accounts

Ready to add your
first account?

Do you have a backup?
+ If you add an account, you will no

longer be able to recover from backup.

Cancel Continue

Already have a backup?
Sign in to your recovery account.

Begin recovery

Infrastructure Services
475 South Street
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WHAT KIND OF ACCOUNT ARE YOU ADDING?

[ —
B Woror school account

Other (Google, Facabook, tc.)

“Authenticator” Would Like to

Access the Camera
May be needed to scan QR code to
add a new account

Don't Allow OK
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13. Scan the QR code picture that appeared on the screen for configuring the mobile app. Select

Done to close the QR code screen.

eeees ATAT = 4:25 PM

{ Back  Scan QR code

Your account provider will display a QR code

Or enter code manually

14. When activation finishes on the phone, select Contact me. This step sends either a notification
or a verification code to your phone. Select Verify.

15. We recommend that you enter your mobile phone number in case you lose access to your
mobile app. Specify your country from the drop-down list and enter your mobile phone

number in the box next to the country name. Select Done.

Step 3: In case you lose access to the mobile app

Select your country or region ||

Your phone numbers will only be used for account security. Standard telephone and SMS charges will apply

©2018 Microsoft  Legal | Privacy
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Add an account manually (if the QR reader doesn’t work)

If you want to add an account to the mobile app manually, instead of using the QR reader,

follow these steps:

1. Onthe mobile app select the Enter account manually button.
2. Enterthe code and the URL that are provided on the same page that shows you the barcode.

This info goes in the Code and URL boxes on the mobile app.

Configure mobile app
Complete the following steps to configure your mobile app.

1. Install the Microsoft authenticator app for Windows Phone, Android or i0S.

2. In the app, add an account and choose "Work or school account”™.

3. Scan the image below.

If you are unable to scan the image, enter the following information in your app.

Code:
Url:

https://cys01pfpad11.phonefactor.net/pad/

If the app displays a six-digit code, choose "Next”,

3. When the activation has finished, select Contact me. This step sends either a notification or a

verification code to your phone. Select Verify.
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AHS Citrix Remote Access Client Install for Windows 10

Atlantic Health System has implemented new functionality for remote access to your Citrix
Portal applications. This new solution was created for '‘Remote’ access only. It can be used on
Atlantic and non-Atlantic devices. This document provides information about how to use Citrix
Receiver to access AHS Citrix Apps.

Enrollment in MFA is only required to be done once. You can now access Citrix with Multi
Factor Authentication (MFA) from a computer that is not within the AHS network:

1. Onthe Search bar located at the bottom left, type “Internet Explorer” and double click
as shown below.

= ] @«
Best match

. Internet Explorer
= Desktop app

Apps
E3 Microsoft Edge

Search suggestions

2 internet Explorer - see we

Settings (2)

2 internet Explorer]|
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Once Internet Explorer is open go to the following URL: apps.atlantichealth.org

A website will appear, requesting your "User name” and “"Password” as shown below.
Note: This is your current AHS Domain user name and password, which is the same as

your Windows login.

[P Atlantic Health System

Please login to begin your secure session.

In order to login to the Atlantic Health System secure application portal, you need to first be enrolled in MFA (Multi Factor Authentication).
You can enroll at https://aka.ms/mfasetup

If you have any problems, please contact our CustomerSupport Center at 973-971-7272

After entering your credentials, click “Log On” which will prompt you to save your
password, click "Not for this Site” as highlighted below.

i Atlantic Health Systen

5 Please login to begin your secure session.
. ferems: ]

In order to login to the Atlantic Health System secure application portal, you need to first be enrolled in MFA (Multi Factor Authentication)
You can enroll at https://aka.ms/mfasetup

If you have any problems, please contact our CustomerSupport Center at 973-971-7272

Yes Mot for this site

9

Would you like to store your password for atlantichealth.org?  Moere info
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4. Onthe next page check the "l agree with the Citrix License agreement” then click
“Install” as shown below.

o @ hitps://apps.atlantichealth.org/Citrix/AppsRemoteWeb, -~ @C | Search. P~

© Citrix Recever &

Install Citrix Receiver to access your applications

¥ | agree vi

Install

5. On the next page click “run” as highlighted below.

Install Citrix

(44,6 MB) from
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6. Onthe next window click “Yes” as shown below.

User Account Control x

Do you want to allow this app to make
changes to your device?

@ CitrixReceiver

Verified publisher: Citrix Systems, Inc.
File origin: Downloaded from the Internet

Show more details

Yes Mo

7. Next, the installer window will pop up; click "Start.”

Eci

Welcome to Citrix Receiver

cimpe
Receiver

Install Ci

Infrastructure Services
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8. Onthe Agreement Window, check the "l accept the License agreement” then click
“Next.”

@ Citrix Receiver

pod

License Agreement

You must accept the license agreement below to proceed,

CITREX RECEIVER LICENSE AGREEMENT -

This is a legal agreement ("AGREEMENT") between you, the
Licensed User, and Citrix Systems, Inc., Citrix Systems
International GmbH, or Citrix Systems Asia Pacific Pty Ltd.
YYour location of receipt of this compaonent (hereinafter
"RECEIVER") determines the licensing entity hereunder (the
applicable entity is hereinafter referred to as "CITRIX"). v

| accept the license agreement

(2 T

9. Che

ck “No, Thanks.” Then Click “Install” as shown below.

@ Citrix Receiver b4

Help make our products better by
joining the Citrix Customer Experience
Improvement Program.

') | agree to send anonymous data and usage statistics to Citrix for
the purposes of product analysis and improvement.

o @ Mo, Thanks.

Learn Mare

e | Install Cancel

Infrastructure Services
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10. Once completed, click “Finish” then “Allow” at the bottom of webpage.

e @ hitps.//apps.atlantichealth.org/Citrin/ AppsRemoteWeb, ~ 8¢  Search. o~

@ Citrix Recelver

Receiver

W' Installation successful

Click on Finish to begin using Citrix Receiver

0=

This webpage wants to run the following add-on: Citrix Systems, Inc' from ‘Citr Systems, Inc...  What's the isk?

11. The next window will appear. Check “Do not show me the warning for this program”
then click "Allow"” as highlighted.

Internet Explorer Security ot

| 47 A website wants to open web content using this
“*/ program on your computer

This program wil open outside of Protected mode. Internet Explorer's
Protected mode helps protect your computer. If you do not trust this
website, do not open this program.

Marne: Citrioc Systems, Inc
E Publisher:  Citrioc Systems, Inc.
o Do not show me the warning for this program again

9' Allow Don't allow
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12. The following page will appear. Select the application you want to access

Note: If you don't see the application you want to access, please contact CSC at 973-971-7272.

e @ hp G ~@¢| | Search o~
itrix Receiver

< Search Results (12) as
Ssien S
Details = Details ﬂ Details Epic| Details Epic| Details
-J J J
Citrix XenApp Server Monitor Downtime SRO - Read Only Epic Playground Hyperspace Test - Hyperspace
e‘l Details f J Details e‘l Details @ll Details 8 Details
TEST 76 - Epic Home Health TEST 76 - Epic Home Health TEST 76 - Epic Home Health TEST 76 - Epic Home Health View EPIC EPS Print Log Summry
PRD Training g ACEO4 Training g ACEOS Training PLY
8 Details Details
View EPIC EPS Print Queue View EPIC Queue Analysis
Issues
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